PGDDS 508 Cloud Computing 3(2+1)

Objectives: To provide understanding of principles and concept of Cloud Computing. To make
the students aware about Service Model with reference to Cloud Computing. To appreciate the
role of Virtualization Technologies. To provide understanding of cloud security issues and
solutions.
Unit I: Introduction to Cloud Computing: Overview, Roots of Cloud Computing, Layers and
Types of Cloud, Features of a Cloud, Benefits and Disadvantages of Cloud Computing,
Infrastructure Management, Infrastructure as a Service Providers, as a Service Providers,
Challenges and Risks
Unit 11: Cloud Architecture, Services and Applications: Exploring the Cloud Computing Stack,
Connecting to the Infrastructure as a Service, Platform as a Service, Saas Vs. Paas, Application
Frameworks, Software as a Service Cloud Deployment Public vs Private Cloud
Unit 111: Abstraction and Virtualization: Introduction to Virtualization Technologies, Load
Balancing Virtualization, Understanding Hyper visors, Understanding Imaging, Porting
Applications, Virtual Machines Provisioning Manageability Virtual Machine Migration Services,
Virtual Provisioning and Migration in Action
Unit 1V: Cloud Infrastructure and Cloud Resource Management: Architectural Design of
Compute and Storage Clouds, Layered Architecture Development, Design Challenges, Inter
Cloud Management, Resource Provisioning and Platform, Cloud Management Products,
Emerging Cloud Management Standards
Unit V: Cloud Security: Security Overview, Cloud Security Challenges and Risks, Software-
Service Security, Cloud computing security architecture: Architectural Considerations, General
Issues Securing the Cloud, Securing Security, Application Security, Virtual Machine Security,
Identity Presence, Identity Management and Access Control, Identity Management
and Access control Identity management, Access control, Security Storage Area Networks,
Unit VI: Cloud Based Case-Studies: Overview of Cloud services, Designing Solutions for the
Cloud, Implement Integrate Solutions, Emerging Markets and the Cloud, Tools for Private
Cloud: laaS using Eucalyptus, PaaS on laaS — AppScale
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